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INTRODUCTION

Dr. Berkowitz:

Good day everyone. This is Ken Berkowitz. I am the Chief of the Ethics Consultation Service at the VHA National Center for Ethics in Health Care and a physician at the VA NY Harbor Healthcare System. I am very pleased to welcome you all to today's National Ethics Teleconference. By sponsoring this series of calls, the Center provides an opportunity for regular education and open discussion of ethical concerns relevant to VHA. Each call features an educational presentation on an interesting ethics topic followed by an open, moderated discussion of that topic. After the discussion, we reserve the last few minutes of each call for our 'from the field section'. This will be your opportunity to speak up and let us know what is on your mind regarding ethics related topics other than the focus of today's call. 

PRESENTATION

Dr. Berkowitz:

Today’s presentation will focus on the topic of Privacy, Safety and Patient Social Security Numbers. This will include a discussion of ethics concerns and strategies to achieve goals related to privacy, safety when using patient social security numbers as identifiers in the health care setting.

Joining me on today’s call is Virginia Ashby Sharpe, PhD, Medical Ethicist at the National Center for Ethics in Health Care. Her doctorate is in philosophy and health care ethics and she teaches clinical ethics at Georgetown University. She recently published a book about Patient Safety and Policy Reform. Thank you, Ashby, for being on the call today. I’d like you to begin by giving us an introduction to today’s topic.

Dr. Sharpe: 

Thank you Ken. I’m glad to be here. I think we all know and feel very strongly that verifying a patient’s identity and being able to do that easily before administering a treatment or performing a procedure is critical in the delivery of efficient, high-quality care and also in the prevention of harmful medical errors. The social security number (SSN) is a convenient way to uniquely identify the patient. The SSN also serves as the unique identifier in the VHA patient record.
The use of patient SSNs, however, raises concerns about patient privacy and the confidentiality of a patient’s personal information.  SSNs can be used to gain access to all sorts of information about a person and unauthorized access to patient SSNs can open the door to exploitation of that information through identity theft. The use of SSNs as identifiers in the medical record – to which a limited number of people have authorized access – probably doesn’t present a significant risk to privacy and confidentiality. Using full SSNs where they will be open to casual public view – for example on patient wristbands – is a much more significant risk.  So our concern in today’s discussion is specifically focused on how we can best meet our ethical obligations regarding both patient safety and privacy with regard to the identifying information on the wristband. Our impression right now is that many VA facilities use a humanly readable SSN as one of the identifiers on the wristband. 

Dr. Berkowitz:

Yes Ashby. Safeguarding patient privacy and taking active steps to prevent medical errors are both fundamentally important ethical obligations. Before we get into some of the regulatory and practical issues, can you give us a brief overview of the ethical basis for these obligations?

Dr. Sharpe:
Sure, one of the first principles of health care ethics is “do no harm” and it’s the basis of our obligation to prevent harmful adverse events – many of which can be caused by errors.  Assuring the patient’s identity – and being able to do that as easily and as accurately as possible -- is an essential ingredient in harm prevention.  Accurate patient identification also allows us to fulfill our obligation of patient benefit. It helps us to make sure that the right patient gets the right treatment, at the right time.  So, for people who are familiar with principles of health care ethics, it is the principles of nonmaleficence and beneficence that are key here.
The obligation to ensure patient privacy is rooted in the ethical principle of respect for persons. In health care, we convey that respect in a few ways with regard to privacy.  We respect a patient’s personal privacy by providing gowns and screens that protect their modesty.  We respect patient’s informational privacy by limiting access to patient information to those authorized health care providers who need it to perform their duties.  The obligation to ensure patient privacy is also justified by the obligation of harm prevention. Sometimes maintaining patient privacy is a way of keeping the patient safe, for example, by minimizing the risk of identity theft.
Dr. Berkowitz:

Yes, in fact, the topic of today’s call was brought to our attention by the family of a patient in a VA long-term care facility. The family was concerned because the patient was suffering from dementia and wouldn’t know if someone was trying to look at his wristband to read or take his SSN  and there was no way that anyone could expect him to protect that information himself. 

Dr. Sharpe:
That’s right. The bottom line is that both safety and privacy are important ethical obligations and ideally, we don’t want to compromise either of them. 

Dr. Berkowitz:

Thank you. It’s always helpful to have the ethical overview because sometimes that gets lost when we look at regulatory requirements which are also very important to consider as we assemble relevant information on this topic. People might want to take a look at the recommended reading for today’s call which is the National Center for Ethics in Health Care’s February 2005 of In Focus on “Privacy, Safety, and Social Security Numbers.” This publication provides an overview of those ethical obligations and be found on the Ethics Center’s website.
The ethical foundation we’ve just discussed is really operationalized through standards, policies and regulations regarding patient privacy. Can you highlight for us a few of those, beginning with the regulations?
Dr. Sharpe:
Sure, starting with Federal Regulations, there’s the Privacy Act, [5 U.S.C. 552a, implemented by 38 CFR Section 1.575-1.584] that covers the confidentiality of individually identified and retrieved information. It says that “all information about living individuals must be maintained in a manner that precludes unwarranted intrusion upon privacy.”

Other regulations include the privacy provision of HIPAA [Public Law 104-191, implemented by 45 CFR Parts 160 and 164.] – the Health Insurance Portability and Accountability Act. Basically, this regulation focuses on requirements for the electronic transmission, privacy, and security of certain health information. Especially important in terms of HIPAA compliance is to make sure that you avoid unauthorized disclosures of individually identifiable health information -- including the SSN. 
VHA is required to comply with both of these federal regulations when creating, maintaining, using, and disclosing patient information. I’ll say a bit more in a minute about how these regulatory requirements are reflected in VA policy. 
Dr. Berkowitz:

How about the regulations relevant to patient safety?
Dr. Sharpe:
Well, most relevant to the issue of error prevention is the FDA’s recent Bar Code Label Requirements for Human Drug and Biological Products [(21 CFR Parts 201, 606, et al)]. Basically, the FDA requires drugs, vaccines, over-the-counter (OTC) drugs, blood products to include bar codes with National Drug Code as well as other identifying information. This regulation is relevant because it requires suppliers to use bar code scanning as one technological means of preventing errors in the delivery of these therapies. 

This kind of standardized bar coding on medical supplies and products, encourages wristband bar coding as well – which could be a step in the direction of removing the humanly readable SSN from the wristband. We do understand, though that there are technical problems with incompatible barcode scanning systems and scanners that are tethered rather than wireless, so even though the FDA barcode requirement provides an incentive to move in a compatible direction, as, in fact, it has, there are technical obstacles as well as workflow issues that might argue in favor of continued use of an eye-readable SSN on the wristband.
Dr. Berkowitz:

Are there VA policies that specifically address the use of SSNs on wristbands?

Dr. Sharpe:
There is a specific policy: “Transfusion Verification and Identification Requirements”, VHA Directive 2005-029 that was issued on July 1, 2005. It states that “All patients…must be issued a…wristband that contains the patient’s full name, full SSN and a barcode that displays the full SSN.” A variety of other policies assume that the SSN will be used on the wristband.
VHA’s Bar Code Management Administration (BCMA) requires that patient wristbands contain a scannable bar code following from that FDA regulation but BCMA does NOT require a humanly-readable SSN just an encoded one.
Dr. Berkowitz:

And how does that all fit with VA policies on safety?

Dr. Sharpe:
Yes, let me mention just a couple of policies. Regarding safety, there is the Transfusion policy I mentioned a minute ago that mandates the use of the SSN in standard operating procedures for safe blood transfusion. There is also the directive on Ensuring Correct Surgery and Invasive Procedures, VHA Directive 2004-028. That directive requires that just before entering the operating room staff need to get a verbal confirmation from the patient of name and SSN or date of birth and cross-check that with patient identifiers on the wristband, the chart, the consent form, etc. This is not a problem from a privacy perspective because the patient would ordinarily be disclosing that information themselves, usually in a private, not a public context.

Dr. Berkowitz:

How about VA policies on privacy?

Dr. Sharpe:
On the issue of privacy protection there are a couple of relevant VA policies. One is VHA Handbook 1605.1, Privacy and Release of Information that establishes standards for protecting the privacy of personal health information. Specifically, it states that “VHA, including each health care facility, must ensure that appropriate administrative, technical, and physical safeguards are established to ensure the security and confidentiality of individually identifiable information…” (Section 3D).
Likewise, VHA Handbook 1907.1, Health Information Management and Health Records states that “patient records are confidential regardless of the medium and that the privacy of patient information must be preserved. This information will not be accessible to, or discussed with, unauthorized persons.”
This policy also states that the patient’s name, SSN, and date of birth are used to identify the patient (Section 6h, Patient Identification). From a legal point of view, VHA is allowed to use any personal patient information (including the SSN) if it is necessary to accomplish the task of treating the patient.
Dr. Berkowitz:

So, to sum all of that up, there’s a lot of latitude in VA policy with the exception of the Transfusion policy on how the SSN is used but all of our privacy policies together really do allow the use of a full humanly readable SSNs if, and only if, it is necessary to accomplish the task of treating the patient.
Dr. Sharpe:
That’s right. Providers can use the full SSN on the wristband if it is necessary for treatment. But to protect that information when it is no longer needed, the Privacy Office does require that used wristbands be destroyed, that is, shredded or incinerated, and not thrown in the trash. So in protecting the privacy of that information, there are important steps that can be taken to destroy the information after it’s no longer needed for treatment.
Dr. Berkowitz:

What does the Joint Commission say about all this?
Dr. Sharpe:
There is a JCAHO Standard (PC.5.10.4) that requires the use of two patient identifiers whenever taking blood or administering medications or blood products. JCAHO does not, however require that either of these identifiers be a humanly readable SSN on a patient’s wristband so they allow some latitude there.
Dr. Berkowitz: 

So that not only sums up the ethics behind all this but is sort of a brief overview of relevant regulations and VA policies. Can you tell us something about current VA practice? What is the current practice around the VA system regarding the use of humanly readable SSNs on patient wristbands and in what clinical contexts are SSNs used as identifiers? Secondly, have there been any documented or alleged instances of a problem?

Dr. Sharpe:
Based on the inquiry that prompted us to look into this, we know that some VA facilities use the SSN on the wristband and we assume that that the practice is variable. But currently, there is no data on VA facility practice regarding humanly readable SSNs on patient wristbands. Obviously the SSN is the patient’s record number so the likelihood of it showing up on the wristband is quite high as the unique identifier.
Likewise, as far as we know, there have been no documented cases of identity theft based on VA patient information (except the appropriation of a patient’s information by a family member to obtain benefits for himself). Of course we don’t know this hasn’t happened and frequency does not define the ethical concern. The Department of Justice has called identity theft the fastest growing financial crime in America and states that the best approach to prevention is “to be proactive and take steps to avoid becoming a victim.” Better service to our patients consistent with our obligations to respect privacy, benefit patients and prevent harm, should involve preventive steps on our part.
Apart from concerns about the SSN on wristbands, some veterans have also expressed concern about the use of the last 6 digits of the SSN on prescription bottles. So even in this area, where steps have been taken to protect privacy by truncating the SSN – and at the same time maintain sufficient identifying information – people are anxious about the confidentiality of that information.
Dr. Berkowitz:

Well we’ve considered ethical arguments for ensuring privacy and safety, as well as some of the current regulatory and policy requirements. What are some of the implications for policy and practice within VA?

Dr. Sharpe: 

Well, the implications are that we need weigh the pros and cons of the SSN on the wristband with respect to safety, privacy, efficiency, and burdens for staff. We’ve already convened an informal workgroup that includes people from the Privacy Office, Patient Safety, Diagnostic Services, Health Information, Pharmacy Benefits, BCMA, and people from the field. What we’re planning is that the information that we gather on today’s call will be fed back to the workgroup. Also other next steps might include educational efforts like this NET call and maybe educational efforts extended to the field. 
As we think about possible changes in practice or policy, we’ll need to anticipate how those changes might disrupt hospital practice, place additional burdens on staff and resources and. in the process, have unintended negative consequences for patients.
Dr. Berkowitz:

Before we open this up for discussion, can you tell us what possible solutions are on the table now?

Dr. Sharpe:
Well, to maintain our ethical obligations regarding safety and privacy, we need workable ways to protect the SSN -- possibly by concealing it, for example, on the reverse side of the wristband (but not making it so hard that providers can’t see it easily) -- or making sure that wristbands and other things with SSNs on them are destroyed when they are no longer needed. These possible solutions would allow us to meet our obligation of privacy by protecting the SSN rather than trying to replace it. Otherwise, another option would be to find a way of replacing the humanly readable SSN with some other acceptable unique identifier(s). Exactly what those solutions might be and how they can be most effectively implemented remains to be determined. Part of what we’re hoping for on this call is suggestions from the field – what are current practices, concerns and possible solutions?
Dr. Berkowitz:

I know that the VA has been replacing veterans’ ID card. The VIC replacement program is going on. Could that dovetail with efforts to provide new unique identifiers to patients? 

Dr. Sharpe:
We’ve talked to a number of people in the Central Business Office and the Health Eligibility Center and they have said that the VHA has now replaced close to a million veteran identity cards. On the new VIC, the humanly readable SSN has been replaced by an encoded SSN. This change was prompted, in part by privacy concerns. 

The VIC does involve assigning all veterans an Integration Control Number (ICN) as part of the Master Patient Index but these numbers are for system identification, not for patient unique identification. At this moment, no one that I’ve spoken with thinks that the ICN will or should replace SSN as the medical record number or the encoded identifier on the wristband. 

Dr. Berkowitz:

So what would be most helpful at this point? 

Dr. Sharpe:
I think it would be great to hear from people in the field about what is currently included on the wristband in their facility, whether they have had any problems using that information for patient identification, whether that information has prompted privacy or safety concerns, or whether they have suggestions on protecting the SSN. Beyond that, we’d be very interested in thoughts on interim and long-term solutions. 

MODERATED DISCUSSION

Dr. Berkowitz:

We’ll open this up to listeners on the call for discussion. Can anyone tell us if this has been a problem for them or if they’ve developed any workarounds? Please identify yourself and let us know what you’re thinking.

Susan Helbig, Puget Sound:
Has there been any discussion of the SSN that is printed on the various VISTA reports that all hospitals use? Some of these reports are used by care providers who leave the hospital with them to go to provide care at a veteran’s home or in the community nursing home or they’re traveling to an affiliate. That has been a problem here, especially when these reports contain the name, SSN, the date of birth and the address. 

Dr. Berkowitz:

You’re raising a new concern of the SSN not just on the wristband but on other printed documents that may be causing lapses in privacy.

Susan Helbig, Puget Sound:

Yes, I think because we use the SSN everyday as a way to verify who the patient is for both clinical and administrative uses, it almost becomes noise in that we don’t realize or we don’t remember how important it is to secure this information. We have an immense amount of paper in the hospitals and I’m not talking about the medical record itself but all the various reports that have basically protected health information or at least identifying information on those reports. Those reports, whether they are lying on a desk or traveling in somebody’s briefcase in the car and staying in the car overnight, all also need to be protected. It would be interesting if there were a list of all the places in hospitals where the entire SSN is printed out or is available, other than on computer screens and on wristbands.
Dr. Sharpe:
That’s a good suggestion to really be able to identify where the SSN is exposed and vulnerable. When you say there is a problem with the use of the SSN on these printed documents that are then carried from place to place, is the problem specifically one of insufficient safeguards of the information or is it that the information has in fact been removed by some unauthorized person?
Susan Helbig, Puget Sound:

No. It is used by authorized people who need information in order to do the job. For instance, they need to know that the patient’s name is John Smith and that they are going to his home at such and such an address. And they probably need his telephone number. But why do have reports that automatically print the entire SSN? Do we need to have the whole SSN printed in order to identify patients outside the medical center, in the community nursing home, at a home?

Dr. Berkowitz:
I think what you’re saying Susan is that if we start to take a look at where we’re using the SSN, we may find that there are places where it obviously could be dropped without causing any problems perhaps for safety or for increasing errors. Since most of these systems were developed many years ago when privacy concerns around SSN were far less than they are today, then it wasn’t a big deal. But now is the time when maybe we have rethink all of it. 
Susan Helbig, Puget Sound:

I think so.

Dr. Berkowitz:

Would any other caller like to comment on anything they have experienced relating to SSN?

Robert Lewis, San Diego VAMC:

I have two concerns. The military went forward in 1975 with using SSNs versus the old military number. One thing that I have noticed is that if you are ex-military and you are an employee here, your name is in double jeopardy so to speak. Between VISTA and CPRS, your name will pop up with your SSN and your date of birth. Anyone can see that if they scroll through VISTA. There should be a better policy in place for that. Given the amount of people in the military coming through a VA hospital using the SSN as their identification number, I think we’re handling it very well. Between the regional office and the VA Medical Center all seem to be heavily endowed with the SSN and it’s hard to get away from it unless everyone gets a corresponding medical record number. I don’t really see a problem with that.
Dr. Berkowitz:

First let me react to one thing and just reinforce something that we’ve said on this call many times. Access to patient or employee information is really a very special privilege and we’re only able to use that access in caring for the patient or when it’s our business to access that. So if people are scrolling through gratuitously to try and get information, that’s a flagrant problem and that really needs to be brought to the appropriate people’s attention so they can be educated and stopped from doing that. That is wrong and unacceptable. I do believe there are a number of places that there have been automated patches installed. I know here in New York if I type in someone’s name, even if they are my patient, before I get to see the SSN and date of birth, I get a warning that it is a restricted record and asked if I really want to proceed. So I know there have been a lot of attempts to make the medical information especially of patients who are both veterans and employees. I know that is partially addressed.
Robert Lewis, San Diego VAMC:
Good.

Sheila, Reno VAMC:

We have a question about the SSN showing up on laboratory tubes and IV bags. Is there a way to dispose of those things to protect privacy?

Dr. Sharpe:
Technically there is a requirement that anything that contains protected health information be destroyed rather than just thrown away. There are separate trash receptacles for paper products and wristbands. Whether or not they fit the IV bags or tubes is another question and it’s one that’s worth asking but it is VA policy that anything with that information on it be destroyed rather than just thrown away in the regular trash. So shredding or incineration immediately after use would probably be the best solution.

Dr. Berkowitz:

Another possibility would be to remove the information if it’s going to be disposed of in a different way. Strike it out in a way that would make it no longer readable or remove the label.

Dr. Sharpe:
Have you come up with some solutions in Reno?

Sheila, Reno VAMC:

No we just thought of it while you were talking and were wondering about it.

Dr. Sharpe:
Is it possible to remove the label from the tubes or the bags?

Sheila, Reno VAMC:

I think they are pretty sticky.

Dr. Sharpe:
Yes.
Shirley Toth, Portland VAMC:

A couple of other particular areas that might be of potential concern that we’ve thought about and to be proactive, I’d just like to throw these out. While we’re going to a paperless medical record, the soft back chart is still utilized and the soft back chart may be placed in an area unintentionally leaving the name and SSN exposed. So that’s one area that still probably needs to be considered. I’m thinking of particular carts that may have charts lined up waiting to go somewhere or they may be on a desk. The second thing might be in the recycling bins, many of the medical records with SSNs are meant to be disposed of immediately but collection of those barrels throughout the medical center might be delayed. They may temporarily be waiting in the hallway. Lastly, another area, is any kind of bedside flow sheet for I&O or vital signs that might be kept at the foot of the bed, would also I believe, contain a name and full SSN .
Dr. Sharpe:
Are they protected in any way other than the fact that they are open only to authorized use now? Is there any way that they are secured?

Shirley Toth, Portland VAMC:

If they are at the foot of the bed in a four bed room, and I can’t speak to exactly if medical centers are doing that. I think we were for a while. I don’t work on the wards. Being out there, these are particularly areas that I’ve thought about in terms of where we wouldn’t normally think about an identifier being out in the public. 
Dr. Sharpe:
Those are good issues.

Jackie, West Haven, Connecticut:

This is a big task. At our VA site, we have started to change the veteran’s ID to one with a bar code on it. Of course, that involves a scanner so if they have the ID done without a scanner that is working, then that could potentially be a problem. So I totally agree with identifying the places where we are using the records because we have to start this bit by bit since this is such a big job and then clarifying ways of protecting it. I think trying to replace the SSN with another identification would probably pose a bigger challenge to do because we use is so ubiquitously in the VA system. Some of what other people are identifying is that maybe with the medical records it may involve doing a little bit more education. For example at our VA site, we have the medical residents here and oftentimes even though we as preceptors ask them not to dispose of things in the regular trash can, it can happen.
Dr. Berkowitz:

I think that education will certainly go a long way in whatever initiative we end up with it. And it is as you say, a big task in making sure that everyone really understands and respects the importance of privacy and how that extends to informational privacy. Education has to be accompanied as you’re suggesting by systems change. I think that’s a very important synergy that we’ll eventually achieve.

Dr. Sharpe:
I had question for you about the use of the bar code. Are you only using the bar code? Are you replacing the SSN with the bar code?
Jackie, West Haven, Connecticut:

The old veteran’s ID had the SSN on it. The new IDs do not have any identifier and information on it except for the veteran’s picture ID. The bar code has those. For example, if they come into the check in desk, at our check in counter is a bar code machine where they scan it through. 

Dr. Sharpe:
Does that produce a wristband?

Jackie, West Haven, Connecticut:

No it doesn’t. So from there when they come to us then we call their last name and bring them back to the room and just verify that indeed this is the patient, if it’s the first time I’m seeing them. This is done in a more private area. They use that same ID and bring it to the pharmacy and present it to them and they code it to get their prescription. 
Dr. Sharpe:
But you still maintain the full SSN on the wristband but not on the ID card?

Jackie, West Haven, Connecticut:
Yes.
Dr. Sharpe:
I think your suggestion about education about disposal is definitely on target. 

Jackie, West Haven, Connecticut:
Even amongst physicians, sometimes you see the patient’s record in the wrong trash container. I think we have to reinforce that more.
Dr. Berkowitz:

Has anyone else identified any problems areas or come up with any local fixes or workarounds? 

Ally, Milwaukee VAMC:

I am a staff nurse in the ICU and I can tell you that the only time we use the SSN if for blood transfusions. I like the idea of the SSN on the backside of the wristband. I think that would still be acceptable. But I also heard a rumor that they would also try to start bar coding the blood products so we could use the BCMA for that also.

Dr. Berkowitz:

I think there are other facilities that they have bar coded products but they still do a manual check with the wristband as required in that new policy that just came out (VHA Directive 2005-029). I personally was thinking that if it turns out that the humanly readable SSN is important for transfusions, then identifying patients who are likely to get a transfusion, say a patient who has had a type and cross sent to the lab and that might trigger the printing of a special wristband that would be only for that subgroup of patients. If had that, then it might also create an extra layer of prevention if it was accurately placed so that no one else could be confused with them. It would be only the patients with blood in the blood bank that would have those special wristbands. So that’s another possible idea. Are there any reactions to that idea?

Robert Lewis, San Diego VAMC:
Considering the fact we have millions of veterans and that taking the first initial, the name and the last four digits of the SSN, here we have a lot problems come up because the last four digits of the SSN can cover several different people. The first recommendation is giving a patient an ID number when they come in whereas as long as you use that ID number, scan it or punch it into the computer, then the information would just come up on the computer and doesn’t have to broadcast around the hospital, ward, the patient’s bed, etc. The SSN issue is a really big issue because veterans are trained to voice and broadcast their SSN. When they come in at the front desk, they say that they have an appointment today and they give their name and just state their SSN right out. That’s one of the problems that I’ve seen.
Dr. Berkowitz:

So I guess in addition to Jackie’s suggestion about education for staff, I think what you’re saying is that we also have to educate the patient.
Robert Lewis, San Diego VAMC:
We definitely have to educate the patient because you’re talking about those who are coming from straight military background into a government facility and they are taught to use their SSN. It used to be a service number which was easier (from a privacy perspective) but now it’s strictly the SSN. So if we practice, practice, and practice and really add the issue about identify theft with SSNs, I believe we can cut any problems in half down to nil. It’s the veterans that we have to assist.
Dr. Berkowitz:

Is there anyone else with any suggestion on how to handle the SSN on the wristband or if the SSN wasn’t on the wristband? Is it something that is necessary?
Jackie, West Haven, Connecticut:
I think the idea that was brought up regarding the blood transfusion product would be one. To have that extra layer might be a little more work but because it’s an area that is potentially life threatening, it is important.

Dr. Berkowitz:

So you think that it is necessary for the blood transfusion. 
Jackie, West Haven, Connecticut:
Yes. 

Caller:
I like the idea of the SSN on the back of the wristband and maybe as a second identifier with the date of birth or something like that. That’s what they use in the private sector – the date of birth rather than the SSN. 
Dr. Sharpe:

Yes, but there are so many people with same date of birth that just that information alone wouldn’t be unique enough to satisfy the safety concerns. 
Dr. Berkowitz:

Ashby there have been a number of people who have implied that we should just get rid of the SSN and give everyone a new ID number. 

Dr. Sharpe:

Well that’s certainly been proposed but as one caller observed, the use of the SSN throughout the system is ubiquitous. It’s used in the chart and it’s used to identify the patient in a number of other ways so that just changing one thing, namely what appears on the wristband, would probably require changes throughout the system and that would have enormous impact on both practice and on financial resources to make the conversion. The virtue of the SSN is also its vice. The virtue is that is identifies you, the vice is that it identifies you. 
If we wanted to come up with a different number, and were willing to take on that task, we would need to produce something that also had dashes in it for example, that would be easy for people to remember and to recognize because there is the potential for error when you’re looking at a number to transpose numbers or to misread it. So there may still be some concerns about safety as well as the operational issue of conversion to a new unique identifier number away from the SSN. The cost would probably be significant given the way that the SSN is used throughout the system.
Dr. Berkowitz:
Right and I think what Susan said earlier in the discussion is that I’m not sure we even know all of the ways that the SSN is used. And I think there is a risk if we do switch of unforeseen consequences both in terms of extra expense that we don’t anticipate and adverse safety problems just from the switch itself. 
Dr. Sharpe:

That’s right. And certainly safety concerns would be at the top of that list. 

Dr. Sharpe:

Has anybody heard of any unauthorized uses of the SSN by people outside VA who have gained access to it or with vulnerable patients in long term care? One of the issues about long term care is that patients may not be mentally alert or might be suffering from dementia and might not be able to protect themselves and are therefore more vulnerable to that exploitation.

Dr. Berkowitz:

I do know that we are aware of some instances where a patient’s own family has actually used the patient SSN to divert the patient’s benefits. 

Dr. Sharpe:

Right and that could happen regardless. 
Dr. Berkowitz:

Right. I don’t know if anyone else is aware of any actual problems that have happened from this. 

Jackie, West Haven, Connecticut:
The only instance I’ve heard of and that may just be propaganda is of an employee collecting SSNs at the emergency room level and selling it to people who are trying to get visas. When I heard that, it made me think that we need to be more careful. That’s the only case I’ve heard of.

FROM THE FIELD

Dr. Berkowitz:

Now I want to turn to our “From the Field” segment, where we take comments from our listeners on ethics topics not related to today’s call. Please remember, no specific consultation requests in this open format, but I invite you now to make your comments on other ethics-related topics, or to continue our discussion on privacy, safety and patient social security numbers.
Paul Bauck, Seattle:

I have a question about the SSNs. Many patients go home with the wristbands on their wrist. I was wondering if the VA has an ethical obligation to collect that band at the time of discharge.

Dr. Sharpe:

That’s a good question. Actually the Privacy Office is aware of that and aware that perhaps having the patient take that band and dispose of it and destroy it themselves might give them some protection. Obviously we don’t want to place that responsibility on the patient but we could make the case that there is an obligation to have them remove it if disposal at the VA facility can be guaranteed in a way that is timely.

Dr. Berkowitz:

Ashby is there anything in the policy that mandates that you not send the patient home with his wristband?
Dr. Sharpe:

No. Not that I know of but simply that when the wristband or printed material is no longer needed, that it be disposed of and that would place the obligation squarely on VA to make that disposal happen.
Dr. Berkowitz:

I would think that if you did send your patient home with the wristband, that you might want to take precautions to tell the patient that you’re going home with this wristband and if you want, we can take it off and destroy it for you. But if you take it home then be careful because it does have your SSN on it.
Jackie, West Haven, Connecticut:
That’s provided that the patient competent. 
Dr. Berkowitz:

Yes, now we’re back to the original consultation that brought the topic. How do vulnerable patients who can’t themselves get the extra protection.

Jackie, West Haven, Connecticut:
I guess that would also play a role in terms of the decision maker in that case. 

Dr. Berkowitz:

You mean the patient’s surrogate?
Jackie, West Haven, Connecticut:
Yes, so that they take some responsibility.

Dr. Berkowitz:

And I think that may be true on discharge but I think again that up until now, we haven’t given patients or the surrogates much choice in this matter. This is what we do and I think we’re really now first starting to take a look at our practices. 
Dr. Sharpe:

So if it was a practice that patients left the facility with their wristband, the we would, at the very least, have an obligation at discharge planning to convey that that wristband would need to protected or destroyed by them.

Dr. Berkowitz:

We’ve heard from clinical people in the field. How about from anyone in the Privacy Office or Health Information staff on line? Does anyone from that side of the audience have any suggestions where this might go?

Gail Graham, VACO, Director, Health Data & Informatics:

On behalf of the Privacy and the HIM perspective, we are working with you on this also looking at the larger issue. This is an area that the Social Security Administration is also doing some research on, on the use of SSNs in health care in general. We have the opportunity to collaborate with them as well. To date, we’ve approach it with education and trying to identify all those areas where this could have a negative impact (if you pulled away from the SSN) on the relationship between the Department of Defense, VA and VBA. It’s certainly an area that we want to collaborate on and want the best for the veteran while keeping them safe as well. It’s not an easy question. We welcome and are glad for all the assistance from your group.
Dr. Berkowitz:

Thank you very much Gail. And I know that everyone is taking this very seriously. I think that one thing people should be very clear about from the breadth of today’s discussion is that it is a complex area and it is very clear looking back how the use of the SSN became so ubiquitous. As Ashby said, the virtue of the SSN is also its vice. The SSN is really a great identifier and the complexity now of moving to another identifier should be obvious. When you think about coordinating it with VBA, DoD, the Social Security Administration, it really is as Jackie said, a big task but I think it is a much larger task than that. In the meantime, the practical message for today’s group is that while we are still using the SSN, there are a lot of things we can do in terms of raising patients’ awareness, raising staff awareness, making sure that we are following the policies that we have while we’re also considering ways to make the system better. That is really how I summarize all the things we’ve talked about today.
Dr. Sharpe:

Right and there are ways of meeting our ethical obligation to protect privacy short of dispensing of the SSN altogether. And we should focus on those as Ken explained.
Dr. Berkowitz:

Thank you, Ashby. I think it was a very helpful discussion and helped everyone think about this in a different way.
CONCLUSION

Dr. Berkowitz:

Well, as usual, we did not expect to conclude this discussion in the time allotted, and unfortunately we are out of time for today's discussion. We will post on our Web site a very detailed summary of each National Ethics Teleconference. So please visit our Web site to review today's discussion. We will be sending a follow up email for this call that will include the links to the appropriate web addresses for the call summary and the CME credits.

We would like to thank everyone who has worked hard on the development, planning, and implementation of this call. It is never a trivial task and I appreciate everyone's efforts, especially, Dr. Virginia Ashby Sharpe, Bette Crigger, Angela Prudhomme, Mary Beth Foglia, Nichelle Cherry, and other members of the Ethics Center and EES staff who support these calls.

· Let me remind you that we will not have a call in August. Our next NET call will be on Wednesday, September 28 from 1:00 – 2:00 pm EST. Please look to the Web site at vaww.va.gov/vhaethics and your Outlook e-mail for details and announcements.

· I will be sending out a follow-up e-mail for this call with the e-mail addresses and links that you can use to access the Ethics Center, the summary of this call and the instructions for obtaining CME credits.

· Please let us know if you or someone you know should be receiving the announcements for these calls and didn't. 

· Please let us know if you have suggestions for topics for future calls.



· Again, our e-mail address is: vhaethics@va.gov.

Thank you and have a great day!
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