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May 23, 2016 
Executive Summary

Announcements 

None

Content Overview 

· Purpose: 
This call outlined successful quality improvement strategies for improving adherence to privacy and confidentiality requirements.   This presentation focuses on changing the culture so all staff embrace privacy and confidentiality as part of their routine duties.  
· Slide Set 





Question and Answers/Discussion 


None 
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Ethics Issue

The ethics issue for FY15 was identified through a program assessment of Primary Care Service in coordination with the local VA Privacy Office



The program assessment consisted of the following:



Observational scan of the clinics 



Reviewing the Press Ganey patient satisfaction survey results and local Environment of Care (EC) privacy compliance deficiency scores









Ethics Issue

Observational scan findings:



Design and environmental barriers



Accessibility to the clinics was open for the public to walk through with limited restriction to exam rooms or without signage posted   



The white and blue clinic had the main doors wide open for access to the hallways



There were 5 instances where staff was not wearing VA identification badges



The red clinic had a staff meeting room door open while a meeting was taking place and a few steps down the hallway from there was an exam room open with a patient and clinician talking openly about an evaluation process 









Ethics Issue

Press Ganey patient satisfaction results:



The Press Ganey patient satisfaction results on privacy compliance (personal issues) from the Outpatient Services Report indicated fluctuating mean trends from March 2014 through March 2015



March 2014 was 87.0%, April 2014 was 88.8%, May 2014 was 92.6%, June 2014 was 89.2%, July 2014 was 90.4%, August 2014 was 91.5%, September 2014 was 90.7%, October 2014 was 89.3%, November 2014 was 91.0%, December 2014 was 91.2%, January 2015 was 91.6%, February 2015 was 88.1%, and March 2015 was 91.0%



The mean score baseline for this trend was 90.3% 



In summary, 5 of the 13 months scored below the baseline while 8 of the 13 months scored above









Ethics Issue

EC scores:



The EC deficiency score was 47% (or 9 out of 19) (lower score is better) 



More specifically, the score was comprised of the following:   



Numerator:  There were 9 privacy areas inspected with identified deficiencies during the walk through 



Denominator:  There was a total of 19 privacy areas inspected during the walk through
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Ethical Standard Description

The Privacy Act, 5 U.S.C. 552a, implemented by 38 CFR Section 1.575-1.584 confirms all information must be maintained in a manner that precludes unwarranted intrusion upon individual privacy



The Privacy Act requires VHA to take reasonable steps to ensure that its Privacy Act protected records are accurate, timely, complete, and relevant









Ethical Standard Description

HIPAA (Public Law (Pub. L.) 104-191) establishes development of health information systems through the establishment of standards and requirements for the electronic transmission, privacy, and security of certain health information



VHA must comply with HIPAA when creating, maintaining, using, and disclosing individually identifiable health information
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Best Ethics Practice “Should”

Primary Care Service’s staff should establish a culture that proactively engages and sustains practices that meet Privacy Act and HIPAA requirements
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Team Assembled

Co-Coordinator for Preventive Ethics Program and Members

VA Privacy Office

LPN, Primary Care Service

Nurse Manager, Primary Care Service

Service Line Director, Primary Care Service

Business Office (Support Services)

National Nurses United (NNU)

American Federation of Government Employees (AFGE)
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Refined Improvement Goal

The measurable goals included the following: 



Reduce the privacy compliance deficiencies identified during a walk through from 9 to 6 (or from 47% to 32%) by September 2015 by conducting a bi-weekly internal privacy compliance walk through and providing education to staff in Primary Care Service



Be above the mean score of 90.3% on the Press Ganey Outpatient Services Report focused on privacy compliance (personal issues) by the end of September 2015
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Strategies to Address Ethical Gap

A Privacy Officer Liaison was designated within Primary Care Service to conduct a walk through and to provide education to clinical staff from May 2015 to September 2015 



The criteria used was based on the EC privacy compliance auditing worksheet 



The deficiency ratings and improvements identified were reported by the Privacy Officer Liaison to the Preventive Ethics Program for evaluation and to receive additional recommendations









Strategies to Address Ethical Gap

Placed signage on fire doors indicating that they remain closed and to limit the flow of unauthorized individuals entering the red and gold clinic



If Veterans and/or their family were not being escorted or were confused on where to go, there was direction and reminders provided



Engaged staff behavior that could lead to potential privacy violations



Overall, the intent was not to take the deficiencies and report them to management, but rather to educate staff upon identification and transform the behavior
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Opportunities for Culture Change

The following opportunities for improvement were engaged leading to a ethical shift in the culture:



A nurse had medical records on the exam table, sink, and on the bed side table



Office doors were frequently left open with Personal Identity Verification (PIV) cards inserted in the keyboard and computer screens unlocked



Organization of retained paperwork



Staff reaching a comfort level and behaving as if they were at a home office



Establishing a culture of respect toward the customers and employer you work for by maintaining confidentiality of patient identifiable information
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Measurable Results

90.5% mean score with privacy compliance (personal issues) on Press Ganey’s patient satisfaction survey



Reduced the EC privacy compliance deficiency score from roughly 47% to 16% by the end of September 2015 









Measurable Results
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Remaining Barriers

Printed and electronic confidential information not protected from view or left in non-secure/unattended areas



Access to areas not restricted as deemed appropriate (to both visitors and staff)



Confidential information discussed by staff in public areas
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Sustain

Preventive Ethics put forth recommendations to Primary Care Service executive leadership to ensure short and long-term sustainability beyond FY15



The Primary Care Service executive leadership concurred with having an additional Privacy Officer Liaison designated to conduct a bi-weekly walk through of the clinics and to spread the practice into the specialty clinics









Sustain

The results for each walk through and the Press Ganey survey were to be optionally submitted to the local VA Privacy Office as well as shared internally within Primary Care Service for continued monitoring



The Press Ganey Outpatient Services Report were to be monitored and shared with the two (2) Privacy Officer Liaisons on a monthly basis by the local Quality and Safety Service









Spread

Recommendations presented to the local IntegratedEthics® Committee to spread the Privacy Officer Liaison program across additional service lines



Concurrence provided and local VA Privacy Office putting forth implementation plan system-wide









Open Forum









References

The ethical standard sources cited and used included the following:  



VHA Handbook 1605.1, Privacy and Release of Information



VHA Handbook 1605.02, Minimum Necessary Standard for Protected Health Information



VHA Handbook 1605.03, Privacy Compliance Assurance Program and Privacy Compliance Monitoring



VHA Handbook 1605.04, Notice of Privacy Practices 









Points of Contact

Douglas A. Lister, LPN

Phone: (515) 699-5999, ex. 3850

E-mail: Douglas.Lister@va.gov



Adam P. Hummel, Health System Specialist

Phone: (515) 699-5999, ex. 3865

E-mail: Adam.Hummel@va.gov
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